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LANCOM XS-5116QF

Managed 10G fiber aggregation switch for mid-sized distributed
networks

This 10G aggregation switch offers future-proof fiber-optics performance and acts as
a superordinated instance in distributed networks and provides high-performance 14
SFP+ ports for aggregating access switches and further 2 QSFP+ ports. Professional
redundancy functionalities and two hot-swappable power supplies guarantee fail-safe
operations. Thanks to the holistic LANCOM network management the device can be
configured dynamically and automatically via the LANCOM Management Cloud (LMC)
or via cloud-enabled web GUI, and even via cloud-enabled CLI.

- Multi-gigabit aggregation switch with 14x 10G SFP+ downlink ports, thereof 2x
multi-Gigabit combo ports (SFP+ or 1G / 2.5G / 5G / 10G nBASE-T); 2x 40G QSFP+
uplink or stacking ports

Full layer 3 functionality through VRRP, DHCP, static and policy-based dynamic routing
via OSPF v2/v3

Backplane stacking via uplink ports

2x hot-swappable PSU for maximum reliability

Front-to-back airflow for optimal cooling in 19” racks

Security with configurable access control on all ports as per IEEE 802.1X and access

control lists

Secure remote management through TACACS+, SSH, SSL, and SNMPv3

Industry standard CLI

- Cloud-managed LAN and switch stacking for quick configuration and convenient
management via the LMC

- Limited Lifetime Warranty (LLW) included
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Flexible network topologies

The LANCOM XS-5116QF is an ideal aggregation instance for the networking of access
switches. Depending on the size of the installation, it integrates into the network topology
either at the top level facing the WAN (2-tier design) or at the second level between a
core switch and the access switches (3-tier design).

Maximum performance on all ports

With its fiber-optics and multi-Gigabit Ethernet (mGbE) ports, the LANCOM XS-5116QF
offers future-proof port performance for resilient networks that meet the increasing
demands occuring from increasingly powerful clients, a growing number of IoT devices,
and cloud applications. 14 SFP+ ports (10G), 2 of which can be used as mGbE combo
ports, serve as a high-performance distribution instance for establishing switch structures.
A powerful uplink featuring 2x QSFP+ ports (40G), which can alternatively be used for
stacking, makes the LANCOM XS-5116QF the ideal solution for mid-sized distributed
networks with high performance requirements.

Flexibility thanks to stacking technology

Keep your network flexible with stacking and protect your investment. Stacking makes
child’s play of expanding your network, as several physical switches combine into a
single logical unit for convenient maintenance and management. When you expand your
network, the new switch automatically receives a configuration from the stack master
and is ready to use within seconds. Furthermore, device or network redundancies can
be implemented with stacking for maximum reliability. With the LANCOM XS-5116QF,
stack processing with a separate backplane CPU remains independent of network load
thanks to the QSFP+ uplink ports.

Configurable access control

The LANCOM XS-5116QF stops rogue clients from gaining unauthorized access to the
network. This is ensured by secured access control on all ports as per IEEE 802.1X
(port-based, single, multi, and MAC-based) or by ACLs (access control lists).

Full layer 3 functionality

The LANCOM XS-5116QF is capable of performing layer 3 tasks such as DHCP server
functionality, i.e. IP address management, or the predefinition of network routes across
one or more network segments. Thanks to dynamic routing, the switch can also react
quickly to network changes. The optimal route for data traffic within the network is thus
constantly redefined by the LANCOM XS-5116QF based on the load level. This results
in a load reduction on the router, so that these capacities are then additionally available
for handling external data traffic and increase the efficiency of the entire network.

High operational security

The LANCOM XS-5116QF features two integrated hot-swappable PSUs (power supply
units). This allows a quick and uninterrupted replacement of defective power supply
units. Front-to-back airflow design improves cooling in 19-inch racks and extends the
product lifetime. Stacking is a major contribution to highly resilient scenarios.
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Cloud-managed LAN and switch stacking

With the LANCOM Management Cloud, the XS-5116QF offers quick and easy network
integration as well as automatic provision of the configuration across locations with the
a click of a mouse. Cloud-managed LAN replaces the configuration of individual devices
and enables automatic assignment of VLANs to switch ports. Cloud-managed switch
stacking also enables convenient management and monitoring of the entire stack. Learn
more in the Design guide switch stacking.

.IT Security made in Germany”

As a holder of the "IT Security made in Germany” trust mark, LANCOM is committed to
keeping its products free of secret backdoors. This makes the LANCOM switches ideal
for operation in sensitive environments and always in accordance with General Data
Protection Regulations (GDPR).

Secure remote management

Secure communication protocols such as SSH, SSL and SNMPv3 mean that the LANCOM
XS-5116QF is ideal for the professional management of remote networks. The switch
also supports the TACACS+ protocol for authentication, authorization and accounting.
This optimized solution promises maximum security for multi-site network management
and monitoring.

Secure Terminal Access

This function provides access to the command line of the LANCOM switch (“CLI
tunneling”) directly from the LANCOM Management Cloud—encrypted and without
leaving the cloud interface. Be it trace or ping commands for rapid troubleshooting,
access to low-level configuration parameters and detailed statistics in the LCOS SX
operating system, or secure remote access to third-party devices in the local network
via the integrated SSH client—Secure Terminal Access offers expert functions and
extensive diagnostic and troubleshooting commands on your devices.

Limited Lifetime Warranty (LLW)

This enterprise switch is covered ex works by the LANCOM Limited Lifetime Warranty.
Regardless of the operating time, the replacement service is valid until the End of Life
status of the device (max. 10 years). For next-business-day delivery of a replacement
device, we recommend LANcare NBD Replacement as well as LANcare Direct Advanced
in 24/7 or 10/5 variants. LANcare Direct Advanced also offers technical manufacturer
support with guaranteed service and response times.
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Security

Secure Shell Protocol (SSH) SSH for a secure remote configuration

Secure Sockets Layer (S5L)  SSL to encrypt HTTP connections; advanced security for browser-based configuration viaweb inerface

\EEES021X  IEEE 027X access control on al ports; RADIS for authentication, authorizaton and accounting with e.g, MDS
hashing; guest VLAN; dynamic VLAN assignment

Private VLANedge | Layer 2 isolation between clients n the same VLAN (‘protected ports); support multiple wpinks

Portsecurty 1 Locking of MAC addresses to ports; miting of the number of learned MAC addresses

Poowceguad Blocking access for legal P adcresses on specificports

Accesscontralfsts Drop or ratelmitaton of connections based on source and destination MAC acdresses, VLAN ID, P address
(IPv4/IPv6), protocol, port, DSCP/IP precedence, TCP/UDP source and destination ports, IEEE 802.1p priority, ICMP
packets, IGMP packets, TCP flag. Support of 1023 ACEs (max. rules per list) per ACL and up to 2800 entries in total.

RADUSTACACS: Authentication, authorization and accounting of configuration changes by RADIUS or TAGAGS+

Somconwol MuticastBroadcastiUnicast storm suppression

isoltedGrowp Alows certain ports to be designated as protected. Al ather ports are non-solated. Traffic between islated group.
members is blocked. Traffic can only be sent from isolated group to non-isolated group.

DHOPSnooping | Protection againstrogue DHCP servers onthe network - Outgaing DHCP-server packets ae only allowed on specific:
ports.

Dynamic ARP nspection | Dynamic ARP Inspection to prevent man-in-the-middie attacks incproxy ARP

ARPRequestPoisoning | Protection against ARP Recuest Paisoning (ARP Spoofing)

PuSFistHop  IPud First Hop Security by Snooping Guard, DHCPYG Guard, Source Guard, Prefi Gvard

DemalofSeice Protection agalnst Denial-of-Service atacks to revent the loss of mportant protocol functions

Performance

Switching technology Store and forward with latency less than 4 microseconds

MACaddresses Supportof max 2K MAGaddresses

Thoughpt Vax.440Gbpsonthebackplne

Maximum packetprocessing 327 millon packets per second (mpps) at 64-byte packets

o Port based and IEEE 802.1q tag based VLAN with up to 4,093 VLAN; Supports ngress and egress packet iter in

port based VLAN
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Performance

Packet Buffer 4 MB

Layer 3 features

Number of L3 inferfaces up to 128
Staticrouting (Pua/Pve) | Hardware based statc outing PV4/Pv6) with a number of 16,000 possilerates
DHoPSerer DHOP Serverper VAN, max 6pols
e Vit Router Redundancy Protocol
Dynamicrouting (PVafPve)  dynamicrouting by OSPRV2and OSPRV
Layer 2 switching

Spanning Tree Protokoll (STP) / Rapid Standard Spanning Tree according to IEEE 802.1d with fast convergence support of IEEE 802.1w (RSTP); using

STP / Multiple STP Multiple Spanning Tree instances by default according to IEEE 802.1s (MSTP)

Link Aggregation Control Protocol Support of 64 groups containing up to 8 ports each according to IEEE 802.1ax

(LACP)

VLAN Support for up to 4K VLANSs simultaneously (out of 4093 VLAN Ids); matching due to port, IEEE 802.1q tagged VLANSs,
MAC adresses, IP subnet and Private VLAN Edge function ("protected ports")

IGMP multicasts IGMP v1, v2, v3 to limit bandwidth-intensive multicast traffic to ports with requesters; supports 1024 multicast
groups; source-specific multicasting

IGMP querier Support of multicast domains of snooping switches in the absence of a multicast router
iMPprowy  OMPprowytopassioMP messages troush
movive Multcast Listener Discovery - IPv6 multicast packets are tansmited to nterested listenersonly
Generic VLAN registatin VLAN registraton with GVRP accorcing to IEEE 802.1q fo automaic delivery of VLANS in bridged domains
DHOPRelayAgent | Relay of DHCP broadcast request to diffeent LaNs
SupportedDHCP options. dloptions lsted nREC2132
Stacking

Stacking Option Stacking via Uplink ports (2x 40G)
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Interfaces

Ethernet - 12 SFP+-Ports 1/10 GBit/s
- 2 10mGbE-Combo-Ports 1000/2500/5000/10000 MBit/s Ethernet
- 2 QSFP+-Ports 40 GBit/s
- 16 concurrent Ethernet ports in total

Console port Micro-USB and RJ45 configuration port for command line access

Management and monitoring

Management LANconfig, WEBconfig, LANCOM Management Cloud, Industry Standard CLI
Command Line Interface (CLI) Configuration and status display from the command line with console application and direct connection to console
port, via Telnet or SSH

Remote Monitoring Integrated RMON software agent supports 4 RMON groups (history, statistics, alarms and events) for enhanced
traffic management, monitoring and analysis

Port Mirroring Traffic can be mirrored from on port to another for investigation with network analyzer or RMON probe. Up to 13
ports can be mirrored to a single mirror port. Single sessions can be selected

Security Access rights (read/write) can be set up separately, access control list

P SNMP management via SNMPYI, v2¢ or v3 with supportof traps. User-based security model for SNMPY3 (USM)
Diagnoss Diagnosis fom the switch with PING and cable diagnosis
Frmwareupdate » Update via WEBconfig and browser (MTTRHTTPS)

- Update via TFTP, SCP, and LANconfig
- Update via LANCOM Management Cloud
- Dual firmware image to update during operation

Secure Copy Securely import and export files

oHoPeient Automatic assignement of the management P adress byDHCP
e Automatic tme settings with Simple Network Time Protocol (SNT?)
fowvs Standard for montoring of high-speed-networks. Visualizaton of network use, accounting an analysation to protect

your network against dangers

Hardware
Weight 13.23 Ibs (6.0 kg)
Power supply Two bays for swappable power supply units (100 - 240 V, 50 - 60 Hz)
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Hardware
Housing Robust metal housing, 19" 1U (442 x 44 x 375 mm > W x H x D) with removable mounting brackets, network connectors
on the front
s .
“Power consumption (max) ww
“Power consumption (cle) 2w
cousticnoise (yp) o
Meatpower(mad  SETUR
Software
LCOS version based on LCOS SX 5.20
\ifecycle Management Afer discontinuation (End of Sale), the device s subject to the LANCOM Lifecycle Management, Detais can be
found at: _www.lancom-systems.com/lifecycle
ntibackdoorpolicy | Prodiuctsfrom LANCOM are free of hidden access paths (backdoors) and other undesirabe features or introdiucing,

extracting or manipulating data. The trust seal "IT Security made in Germany" (ITSMIG) and certification by the
German Federal Office for Information Security (BSI) confirm the trustworthiness and the outstanding level of security

Declarations of conformity*

Europe/EFTA CE

NorhAmerica cne
ustrali/NewZealand oA
N The full text of the specifc Declaration of Conformity i avaiable at the folowing Internet address:

www.lancom-systems.com/doc

Supported IEEE standards

|EEE 802.1AB Link Layer Discovery Protocol (LLDP)

‘Eeesoos WoemES
Eegsozid eimauggng
EeEsozik MRP and MVRP - Multple Registration Protocol and Multiple VLAN Registration Protocol
Eegsozia wacBidgng
Eegsozia SpermingTree
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Supported IEEE standards

IEEE 802.1q VLAN

teeesozts Vultple Spanning Tree Protocol ST
eeesozw Rapid Spaming Tree Protocoll RSTR)
o2 PortBasedNetwork Access Contiol
EeEso2s  dossseTEmemet
lEeEso2sab  d00OBaseTXEwemet
IEEE 802 100 ncl 802,320 | UnkAggregation Controlrotocol (LACP)
IEeEs02sae  loGgabtEmemetoverfoer
‘eeEsozsan  tossAsETEwemet
P socBasexEemet
‘eeesozou  dosseTEmemet
teeesozex Fowcowol
leeEsozse  doOmasexEhemet
ieeesozsae WaNtggng
Itesozsbiolol Foward EvorComection (PEC)
eeesoziak Vultple Registation Potocl WRP)
eeesozias Timing and Synchvonization for Time-Sensitve LaANS
‘eeesozioat Vultple Stieam Reservation Protocol (MSRP)
eeesozio Forwarding and Queuing Enfiancements for Time-Sensitve Streams.
‘eeesoziae roty-based Fowcontrol
sz Powcorbased VLANS

Supported RFC standards

RFC 854 Telnet Protocol Specification
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Supported RFC standards

RFC 2021 Remote Network Monitoring MIB v2 (RMONv2)

RPC2233 medseeME
Rrc2460  hemetProeolVesons(Me)
Rec2ets soNmE
Rc2674  EeEeooipand EEEGO2iqBrdgeME
Recoss Mypertext Transfer Protocol Secure (HTTPS)
Recose Remote NetworkMonitoring MIE RMON)
RFC2863  hefaceGroupMBusmgSMN2
Rc2033 oweMe
Rcass Userbased Security Model for SNMPYE
Rcams Viewbased Access Control Model fr sNMP
RFC3s7  IvoGiobalUnicastAddressFormat
Recasse  EEseamaUME
Recast The Secure Shel Protocol Architecture (S8
Rca201  PVeonGAddwssingArchtecwe
RFC4as3  ntemetContiolMessageProtocol (CMPVE.
Recsste Muticast Group Membership Discovery MB
Rec7sn DHoPSMooping
RSS9 OMPamdMDSmomng
Recsste Unidirectionsl Lnk Detection Protocol (UDLD)
Rec2ets RADUS Authentication ClentMB
Rz eyMBv2
Recae RMONGrowps 123and9
Recwssa Routing Information Protocal -RPv2
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Scope of delivery

Manual Hardware Quick Reference (DE/EN), Installation Guide (DE/EN)

cae Serialconfiguation cable, 15m
Cae Micro-USE configuration cable 1om
Cae  ECpowercd
Powersuply  Thotewsppablepowerswely
obrackets Two19'brackets for rackmountng
o reckrals LANCOM Switchrackmountrals
Support

Warranty extension LANCOM Limited Lifetime Warranty — replacement service up to the End of Life status of the device (maximum 10

years). For details, please refer to the service and support conditions at:
www.lancom.de/www.lancom-systems.com/support-conditions and in the LLW info paper at
www.lancom-systems.com/infopaper-llw

Software Updates Regular free updates including new features as part of the LANCOM Lifecycle Management
www.lancom-systems.com/lifecycle )

Manufacturer support For LANcommunity partners up to the End of Life of the device. For end customers with LANcare Direct or LANcare
Premium Support during the LANcare validity

LANcare Direct 24/7 Advanced XL Direct, prioritized 10/5 manufacturer support incl. 24/7 emergency hotline and security updates for the device, NBD
advance replacement with delivery of the device on the next business day (24/7/NBD), guaranteed first response
times (SLA) of max. 30 minutes for reporting massive operational disruptions by telephone (priority 1) and max. 4
hours for all other concerns (priority 2), term-based for 1, 3, or 5 years (item no. 10785, 10786 or 10787)

LANcare Direct 24/7 XL Direct, prioritized 10/5 manufacturer support incl. 24/7 emergency hotline and security updates for the device,
guaranteed first response times (SLA) of max. 30 minutes for reporting massive operational disruptions by telephone
(priority 1) and max. 4 hours for all other concerns (priority 2), term-based for 1, 3, or 5 years(item no. 10761, 10762
or 10763)

LANcare Direct Advanced 10/5 XL Direct, prioritized 10/5 manufacturer support and security updates for the device, NBD advance replacement with
delivery of the device on the next business day (10/5/NBD), guaranteed first response times (SLA) of max. 2 hours
for reporting massive operational disruptions by telephone (priority 1) and max. 4 hours for all other concerns (priority
2), term-based for 1, 3, or 5 years (item no. 10773, 10774 or 10775)

LANcare Direct 10/5 XL Direct, prioritized 10/5 manufacturer support and security updates for the device, guaranteed first response times
(SLA) of max. 2 hours for reporting massive operational disruptions by telephone (priority 1) and max. 4 hours for
all other concerns (priority 2), term-based for 1, 3, or 5 years (item no. 10749, 10750 oder 10751)

LANcare NBD Replacement XL Addition of the Limited Lifetime Warranty with NBD advance replacement with delivery of the device on the next
business day in case of hardware defect, item no.61323


www.lancom-systems.com/support-conditions
www.lancom-systems.com/infopaper-llw
www.lancom-systems.com/infopaper-llw
www.lancom-systems.com/product-tables
www.lancom-systems.com/lifecycle
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LANCOM Management Cloud

LANCOM LMC-C-1Y LMC License LANCOM LMC-C-1Y License (1 Year), enables the management of one category C device for one year via the
LANCOM Management Cloud, item no. 50106

LANCOM LMC-C-3Y LMC License LANCOM LMC-C-3Y License (3 Years), enables the management of one category C device for three years via the
LANCOM Management Cloud, item no. 50107

LANCOM LMC-C-5Y LMC License LANCOM LMC-C-5Y License (5 Years), enables the management of one category C device for five years via the
LANCOM Management Cloud, item no. 50108

Accessories*

1000Base-SX SFP transceiver module  LANCOM SFP-SX-LC1, item no. 61556

module

10GBase-LX SFP BiDi transceiver LANCOM SFP-BiDi1310-LC10, item no. 60202
module

10G multi gigabit Ethernet copper LANCOM SFP-CO10-MG, Art.-Nr.: 60170, max. 4 modules to be used simultaneously due to increased power
module consumption and associated heat

40GBase-SX SFP transceiver LANCOM SFP-SR-MPO40, Art.-Nr.: 60173
transceiver module

10G Direct Attach Cable Tm LANCOM SFP-DAC10-1m, Art.-Nr.: 61495
10GDirectAttachCable3m  LANCOM SFP-DACIO-3m, Art-Nr: 60175
40GDiectAttach Cablem  LANCOM SFP-DACAO-Im, At-Nr6OS
40GDiectAtiach Cable3m  LANCOM SFP-DACAO-0m, At-Ne: G077
‘Power supply (swappable) | LANCOMSPSU250, femno. 61499 %)
LANCOMPowerCord (UK IECpowercord, Ukplug, femno. 61880
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Accessories*

LANCOM Power Cord (US)

IEC power cord, US plug, item no. 61651

Item number(s)

LANCOM XS-5116QF

61859
LANCOM Systems GmbH LANCOM, LANCOM Systems, LCOS, LANcommunity and Hyper
Integration are registered trademarks. All other names or
A Rohde & Schwarz Company descriptions used may be trademarks or registered trademarks of
Adenauerstr. 20/B2 their owners. This. docgment contains statements relating to fut_ure
products and their attributes. LANCOM Systems reserves the right
52146 Wuerselen | Germany to change these without notice. No liability for technical errors

info@lancom.de | www.lancom-systems.com  2and/or omissions. 08/24
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